Mpunoxexne N 2

WHO®OPMALMOHHAA NMAMATKA
AnA OBYYAKOLWMXCA AnA PASMELLEHUA
HA O®ULUNATNBbHbIX UHTEPHET-PECYPCAX

C KkaxablM rogoM MONoOeXu B MHTEpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA O4HU U3 CaMbIX
aKTMBHbIX MONb3oBaTenen PyHeTa. Me>+<,u,y TEéM, MNOMUMO OrpOMHOIo Konn4decTtBa BO3MOXHOCTEMN,
WHTEPHET HECET U I'IpO6J'IeMbI. OTa namsiTka gormkHa nomoyb Tebe 6e3onacHoO HaXoaUTbLCS B CETH.

KOMI'II:I-OTeprIe BUPYCbI

KomnblOTEPHBI BUPYC - 3TO pPa3HOBUAHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTENBHON
0COBEHHOCTBIO KOTOPOM ABMSIETCA CNOCOBHOCTb K pa3MHOXEHMIO. B gononHeHre Kk 3ToMy, BUPYCbl MOTyT
NoBpPeaWTb UMM MOSMHOCTbIO YHUUTOXWUTb BCe hannbl U AaHHbIe, MOAKOHTPOSbHbIE MOMNb30BaTemNto, OT
UMEHN KoToporo Obina 3anylieHa 3apaKeHHasi nporpaMmMa, a Takke MOBpeauTb UNKN Jaxe YHUYTOXUTb
onepaumoHHY0 CMCTEMY CO BceMu havnamu B uernom. B GonbluMHCTBE crnyvyaeB pacnpoCTpaHsoTCs
BUPYCbI Yepes NHTEPHET.

MeToabl 3aLWmMTbl OT BP€4OHOCHbLIX NpOorpamm:

1. Micnonb3yii coBpeMeHHble OnepaLnoHHbIE CUCTEMBI, UMEIOLLME CePbe3HbI YPOBEHb 3alUnThl OT
BPEOOHOCHbIX Mporpamm;

2. T[loctosHHO ycTaHaBnuBanW naytMm (uudppoBble 3annaTku, KOTOpble aBTOMAaTUYECKM
yCTaHaBMMBalOTCA C LeNnbio AopaboTkM nporpammbl) M Apyrne OOHOBMEHWs CBOel onepauvoHHOW
cuctembl. CkaumBanm Mx TOMbKO C odmumanbHOro camta paspabotuvka OC. Ecnu cywecTByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabotan Ha cBoeM KoMMNblOTEPE NOA NpaBamu MOMb30BaTens, a He agMuHUcTpaTopa. OTO He
Nno3BoNuUT BOMNbLUMHCTBY BPEOOHOCHbIX MPOrpaMM MHCTannIMpoBaTbCAd Ha TBOEM MNEPCOHAaNbHOM
KOMMbloTEpPE;

4. Wcnonb3yi aHTUBMPYCHble MpoOrpaMmHble MPOAYKTbl W3BECTHbIX NPOU3BOAUTENEN, C
aBTOMaTU4YeCcKUM obHoBneHnem 6as;

5. OrpaHnyb usnyeckmin JOCTYN K KOMNbIOTEPY AN NOCTOPOHHMX MWL,

6. Vcnonb3yih BHelWHWME HOCUTENU WHGOpMauUUW, TakMe Kak drewka, OUCK unuv dann us
WHTEPHETA, TONbKO 13 MPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBal KOMNbIOTEPHbIE hainbl, NOMyYeHHbIE U3 HeHaOeXHbIX UCTOYHMKOB. [axe Te
davinbl, KOTopble NpUcnan TBOW 3HaKOMbIN. Jlydlie yToYHN y Hero, oTnpasnsan nu oH Tebe umx.

Cetu WI-FI

Wi-Fi - aT0 He BMA nepefaym SaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas komnaHus 3apeructpuposana 6peng "WECA", yto 0603Ha4ano cnoBocodeTaHme
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHasi TOYHOCTb".

[o Hawero BpemeHun powrna gpyrasi abbpeBmnatypa, koTopas sIBNAETCA TakOW Xe TEXHOMOrnen.
310 abbpesuatypa "Wi-Fi". Takoe Ha3BaHue ObINO [aHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOW
TexHuku Hi-Fi, 4yTo B nepesoae o3HayvaeT "BbicOKasi TOYHOCTL".

[a, ©GecnnatHbli WHTEPHET-JOCTYN B Kadye, OTensiX M aspornopTax SABMASETCSs OTIIMYHOMN
BO3MOXHOCThIO BbIXOfa B MHTEPHET. Ho MHOrne akcnepTbl cumTatoT, 4To obwenoctynHele Wi-Fi cetn He
ABNAOTCA 6e30nacHbIMU.

CoBeTbl No 6e3onacHocTH paboTel B 06LenocTynHbIX ceTax Wi-fi:

1. He nepegaBain cBo nu4yHyto nHdopmauuio Yepes obwepoctynHole Wi-Fi cetn. PaboTtas B HuX,
XenartenbHO He BBOAUTb Naponn A0CTyNa, NOrMHbI U Kakne-To HOMepa;

2. Vcnonb3y wn OOHOBNSIM aHTUBUPYCHble nporpammbl M OpaHgmayep. Tem caMbiM  Thbl
obesonacuwb cebs OT 3akadkn BUpyca Ha TBOE YCTPOWCTRO;



3. Mpwn ncnone3sosaHum Wi-Fi oTknoum cyHkumo "O6Lwumin goctyn K pannam n npuHtepam”. laHHas
YHKUMSA 3aKpbiTa MO YMOJYaHWUIO, OOHAKO HEKOTOpble MOMb3oBaTeNy akTUBMPYOT ee ans ygobcTtea
ncnonb3oBaHus B paboTe nnu ydebe;

4. He wncnonb3yn nybnuuHbin WI-FI gna nepegadm nNu4YHbIX AaHHBLIX, HaANpMMep ANs Bbixoda B
coumanbHble CETU UMW B SNEKTPOHHYIO NOYTY;

5. Ncnonb3yn Tonbko 3awumiieHHoe coeanHeHne vyeped HTTPS, a He HTTP, 1.e. npn Habope Beb6-
agpeca BBoAN UMeHHo "https://";

6. B mobunbHom TenedoHe oTknmoum cyHkumio "lMogkntoveHne k Wi-Fi aBTomaTuuyeckn”. He
Jornyckan aBToMaTU4eCKOro nogknoyeHusa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CETM aKTMBHO BXOAST B Haly >XU3Hb, MHOrMe nioau paboTalT M KUBYT Tam
nocTosHHO, a B Facebook yxe 3aperMctpupoBaH Munnuapg 4YenoBek, YTO ABMSETCA OLHON CeabMOK
BCEX XuTenewn nnaHeTbl. MHOrMe nonb3oBaTeny He NOHMMALOT, YTO MHpOpMaUus, pa3MeLLeHHas MK B
coumanbHbIX CETSAX, MOXET ObITb HaMAeHa M UCMONb30BaHa KEM YrogHo, B TOM Yucie He 06s3aTenbHo ¢
Bnarumn HamepeHuaMU.

OcHoBHble coBeTbI Mo 6e30MacHOCTU B colparnbHbIX CeTX:
1. OrpaHnyb CNCcoK apy3ei. Y Tebs B Opy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmianm CBOK YacTHYK Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty TBOEro
POXAEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLIIEHHUKMA MOTYT UCMOMb30BaTh AaXe MHopMauuio
O TOM, KaK Tbl U1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceoro penyTaumio - 4epPXM ee B YACTOTe M 3agasBan cebe Bonpoc: xoten 6bl Thbl, YTOObI
Apyrue nonb3oBaTenu BUOEnu, 4Yto Tbl 3arpyxaews? [logyman, npexge 4em 4YTo-TO onybnukosathb,
HanucaTb U 3arpyauThb;

4. Ecnu Tbl roBopullb C MOAbMU, KOTOPbIX HE 3Haellb, HE WCMONb3yi CBOE peanibHoe UMS U
APYTYI0 NMUYHYI0 MHpOPMALMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. Wsberan pasmelleHus cotorpacpmii B NHTepHeTe, roe Tbl mM3obpaxeH Ha MECTHOCTM, Mo
KOTOPOW MOXHO ONpeaenuTb TBOE MECTOMONOXEHNE;

6. Mpu pernctpaumm B coumarnbHOW ceTu HeobXoAMMO MWCMONb30BaTb CMOXHbIE Napomnu,
cocTosime n3 Byks 1 UMEP M C KONNYECTBOM 3HAKOB HEe MeHee 8;

7. Ona counanbHOW CeTH, NOYTbl U APYrMX CauTOB HEOOXOOMMO UCMONb30BaTb pPa3Hbie Naponu.
Torga ecnv Tebs B3nomatoT, TO 3MOYMbILLIIEHHMKM NonyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe
cpasy.

OneKTPOHHbIe AEHbLIN

aﬂeKTPOHHbIe AOEHbIN - 3TO O4YEHb y,D,O6HbIIZ crnocob nnartexemn, ogHaKo CyWweCTBYKOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NOJy4NUTb 3TN OEHbIN.

aﬂeKTPOHHbIe OeHbrnm noABUINCb COBCEM HElAaBHO U MMEHHO U3-3a 3TON0 BO MHOIMMX rocygapcreax
00 C1X NOop He NponncaHo Npo HKUX B 3aKOHax.

B Poccuun xe oHM DYHKUMOHWPYIOT M O HUX YXe MPONUCaHo B 3aKOHe, rae ux pasgensatooT Ha
HECKOJSbKO BWAOB - aHOHWMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX
paspellaeTtcs npoBoAuTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
ngeHTudMKaums nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnegyeT pasnuyaTb 3NeKTPOHHblE puaTHbIe AeHbIN (PaBHbI FOCYAapPCTBEHHBLIM BanoTam) u
3MNEKTPOHHblE HemaTHbIe AEHBIN (He paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6Ge3onacHow paboTe ¢ ANeKTPOHHBbIMU AeHbramu:

1. MpuBsSDKM K cHETY MOOUNBHbLIV TenedoH. ATo cambli yA0OHbIN 1 BbICTPLIM CNOCO6 BOCCTAaHOBUTL



aocTtyn K cyeTy. [NpuBs3aHHbIN TenedgoH MOMOXET, ecrnu 3abydellb CBOW NIATEXHbIA Naponb Wn
3angellb Ha calT C HE3HaKOMOro YCTPOUCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [ocne nepexoda Ha yCUIeHHYH aBTopusauuio Tebe yxe He
GyOeT yrpoxaTtb OMacHOCTb KpaXku UMK nepexsara NnaTexHoro naporns;

3. Bbibepu cnoxHbli naponb. [lpectynHukam 6yaetr He MpocTo yragaTb CRAOXHbLIA Naporb.
HagexHble naponu - 3To Naponu, KoTopble coaepXaT He meHee 8 3HaKOB M BKIOYaloT B cebs CTPOUHbIe
W nponucHble OykBbl, LUMPbI W HECKOMbKO CMMBOSOB, TakMe Kak 3Hak gJornnapa, QyHTa,
BOCKNMUATEeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNYHbIE JAHHbIE HA canTax, KOTOPbIM HE AOBEpAELUb.
sneKTpOHHaﬂ noyTta

OneKkTpoHHasa noyta - 3TO TEXHOMOrMs W npeaocTaBnaAemMble €K YCNyrm no nepechbinke U
MONy4YEHNIO 3NEKTPOHHbIX COOBLLEHWN, KOTOpble pacnpefensiTcs B KOMMbloTepHon ceTu. OBbluHO
9NEKTPOHHbIA MOYTOBLIA ALWMK BbIMNGAUT cnefylowmMm obpa3oM: MMsi_Nonb3oBaTend@ums_AoMeHa.
Takke Kpome nepegaym NpocToro TeKCTa, MMeeTCcsl BO3MOXHOCTbL nepefasaTb ansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHOW NOYTOW:

1. Hapo BbiOpaTb nNpaBuWibHbIA MNOYTOBLIA CepBUC. B WHTEpHETEe ecTb OrpoMHbIA BbIOOP
©ecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OLHAKO Ny4lle OOBEPSATb TEM, KOro 3HAELLb U KTO NEPBbLIA B PENTUHTE;

2. He ykasbiBam B nNWYHOW MoyTe nMYHY0 WHpopmaumo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_aHat@" nnn "pok2013" BmecTto "Temal3";

3. Wcnonb3ayii aByxaTanHyio aBTopu3auuio. 3TO Korga MOMKWMO Mapornisi HYXXHO BBOAMTb Kof,
npucbinaemein no SMS;

4. Bbibepn cnoxHelr naponb. [na kaxgoro noyvyToBOro SlMKa OOSMKEH ObiTb CBOW HaOEXHbIN,
YCTOMNYMBBIN K B3fIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NINYHbIN BOMpOC, l/ICﬂOJ'Ib3yI7I 3TY BO3MOXHOCTb;

6. Vlcnonb3yn HeCcKONMbKO MOYTOBbIX AWMKOB. [MepBbln AnNs YacTHOW Mepenucku ¢ agpecaramu,
KOTOpbIM Tbl AoOBepsielb. JOTO SMEKTPOHHbI adpec He Hago MCNonb3oBaTb MpU perncTpauumn Ha
dopymax un cantax;

7. He oTkpblBay hainbl U Apyrne BMOXEHUS B NMCbMax, Aaxe eCnu OHU NPULLY OT TBOUX ApY3eWn.
Jlydwe yTouHn y HUX, oTNpaBnsanu nu oHn Tebe atn dannsi;

8. lMocne okoH4YaHUA paboTbl Ha MOYTOBOM CEPBMCE Nepeq 3akpbiTUEM BKNaAKM C CalTOM He
3abygb HaxaTtb Ha "BeiiTn".

KM6ep6ynnMHr Wnu BupTyanbHoe usgeBatesnibCTBO

KnGepbynnuHr - npecrnenoBaHWe COOOLLEHUSIMM, COAEPXKaLUMMU OCKOPGIEHUS, arpeccuio,
3anyrvBaHve; XynuraHcTBo; colmarnbHoe GOMKOTMPOBaHKE C NOMOLLbIO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMGepObyNNUHIOM:

1. He 6pocarica B 6oi. Jlyywnii cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €Crnn HET TOro, K KOMY
MOXHO 00paTuTbCsi, TO BHavane ycnokouTbcs. Ecnm Tbl HauyHelwb oTBevyaTb ockopbneHusmu Ha
ockop6neHns, To TONMbKO eLle GonbLe pa3oXKellb KOHMIWKT;

2. YnpaBnanm cBoen kubeppenyTtauuen;

3. AHOHMMHOCTb B CE€TM MHUMas. CyLIJ,eCTByI-OT CnocoObl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
AKKayHTOM;

4. He cToMT BecTM XynuraHckui obpas BWUpTyarnbHOW XU3HW. VIHTepHeT duKCUpyeT BCce TBOU
AENCTBUSA U coXpaHseT ux. Yaanutb nx OyaeT KparHe 3aTpygHUTENbHO;

5. Cobntogan cBo BMPTYanbHYH YeCTb CMOSOAY;



6. WrHopupyn eauHunuHbIn HeratmB. OpHOpasoBble OCKOPOUTENbHbIE COOOLLEHNs nydile
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcst Ha HavYanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHBIMW COOOLLEHMAMU, B COLMANbHbIX CETAX
€CTb BO3MOXHOCTb GITOKMPOBKU OTMPaBKM COOBLLLEHUI C OnNpeaeneHHbIX aapecos;

8. Ecnn TbI cBupetenb knbepbynnuHra. TBou AeWCTBMS: BbICTYNMUTb MPOTMB NpecrnegoBaTens,
nokasaTb €My, 4YTO €ro [OeWCTBWUS OLEHMBAKOTCA HeraTMBHO, noggepXaTb XXepTBYy, KOTOPOW HyXHa
ncuxonormyeckas NoMoLLb, COOOLNTL B3POCTbIM O hakTe arpecCUBHOIO NOBEAEHUS B CETU.

Mo6unbHbIW TenedoH

CoBpeMeHHble CMapTgOHbl M MnaHLWeTbl codepxaT B cebe BrosiHe B3pOCIbii pyHKUMOHAn, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaUMOHapHbIMK KoMMbloTepamu. OgHako, CpeacTB 3aluThl Ans
NoAoGHbIX YCTPOWMCTB MOKa 04eHb Maso. TecTpoBaHue U NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT He Tak
MHTEHCKBHO, kak Ans MK, To e caMoe KacaeTcsi U MOBMITbHBIX MPUIOXEHWIA.

CoBpeMeHHble MOOUIbHbIE Dpay3epbl Yke NPaKTUYEeCcKn OOrHanM HacToflbHble aHarnoru, ofgHako
paclmpeHne yHKLMOHana BrneyeT 3a cobor 60MbLUY0 COXHOCTb U MEHbLUYHO 3aLUULLIEHHOCTb.

[aneko He Bce NMPOM3BOAMTEN BbiMyCKaloT OGHOBMNEHWS], 3aKpbIBaIOLLIME KPUTUYECKME YA3BUMOCTHU
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl As 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Hunyero He saBnsdetca no-Hactosiwemy 6ecnnatHeiM. Byaob ocTopoxeH, Begb korgaa Tebe
npegnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakne-To NnaTHbIE YCIyry;

Oymaii, npexge 4yem otnpaBuTb SMS, doTo nnn Buaeo. Tbl TOYHO 3Haellb, FAe OHW OyayT B
KOHEYHOM utore?

Heobxoaumo o6HOBMSATL ONEpPaLMOHHYHO CUCTEMY TBOEro CMapT(OHa;
Vcnonb3yih aHTUBUPYCHbIE NpOrpaMmbl Ans MOBUIbHbIX TenedgoHoB;

He 3arpyxaii npunoxeHus oT HEM3BECTHOrO UCTOYHUKA, Befib OHU MOTYT CoAepXaTb Bpe4oHOCHOe
nporpaMmMmHoe obecneyeHue;

Mocne TOro kak Thl BblAelWb C canTa, rge BBOAWUN NUYHYO WMHOpPMauuio, 3aiauM B HACTPOWNKM
Opaysepa u yganum cookies;

Meprognyeckn NpoBepsii, Kakne NnaTHbIE YCIyrn akTUBMPOBAHbI HA TBOEM HOMEDE;

[aBaii cBoii HOMep MOOWMbHOroO Tered)oHa TONbKO JOOSM, KOTOPbIX Thl 3Haelb W KoMy
[oBepsellb;

Bluetooth gomxkeH BObITb BbIKNOYEH, KOrAa Thl UM He Nonb3yellbes. He 3abbiBav MHOrAa NpoBepPSAThb
aTo.

Online urpbi

COBpeMeHHbIe OHJ'IaIZH-I/II'pr - 9TO KpacCo4Hble, 3axBaTbiBalOLlne pa3BiievHeHUA, obbeguHsowme
COTHM ThbICAY 4YenoBeK No BCcemMy Mupy. MFpOKM ncenenywT OaHHbIN UM Mup, obwatotcs opyr ¢ opyrom,
BbINOJIHAKT 3afaHud, cpaXaroTCA C MOHCTpaMu M Nony4yarwT OnbIT. 3a yOOBOJIbCTBME OHU NNAaTAT!
NoKynakT ANCK, onfiadvynBaroT aboHeMeHT unu np|/|06peTa+0T Kakune-T1o onuunun.

Bce aTu cpefcTBa uayT Ha MoAAepXKaHUe U pasBUTUE WUrpbl, a Takke Ha camy 6e30nmacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aUMK, BbIMyCKAlTCA HOBble NaTyu (UMpoBblE 3annaTku Ans
nporpaMm), 3aKpbIBatoTCS YS3BUMOCTY CEPBEPOB.

B nogoGHbIx nrpax CToUT onacaTbCA HE CTOJIbKO CBOWUX COMNEpPHUKOB, CKOJIbKO KpaXXn TBOEro
napond, Ha KOTOpOM OCHOBaHa cuMctema aBTopusaunm OonblUMHCTBA urp.

OcHoBHbIe coBeThbI N0 6€30MacHOCTV TBOEro UFPOBOIO akKayHTa:

1. Ecnu pgpyron urpok BegeT cebs nioxo unm cos3gaet tebe HenpuATHOCTM, 3abroKupym ero B



ClMNCKe UrpoKoB.;

2. lMoxanynca agMuHUCTpaTOpam MUrpbl Ha Mroxoe MnoBedeHuMe 3TOro MUrpoka, XenaTenbHo
NPUNOXUTb Kakne-T1o AoKa3aTesnibCTBa B BMAe CKPUHOB;

3. He ykasbiBal nMyHy0 MHOpMaLuio B npodanne urphbl;
4. YBaxaln gpyrux y4acTHMUKOB MO Urpe;

5. He ycTaHaBnuBan HeoduumanbHble natyn u Moapl;

6. Vicnonb3yii CNoxHble 1 pa3Hble naponu;

7. Jaxe BO BpeMmsi Urpbl HE CTOWUT OTKMOYAaTb aHTMBMpYC. [Moka Tbl Urpaellb, TBOW KOMMbIOTEP
MOTyT 3apasuThb.

DULWIMHF UMK KpaXka NNYHbIX AaHHbIX

OO6blvHOWM Kpaxken AeHer U OOKYMEHTOB CErofHsl Y)X€ HWKOro He yAMBULLbL, HO C PasBUTMEM
WHTEPHET-TEXHONOMMIA 3MOYMBILUMEHHUKN NEPEMECTUNUCL B WMHTEPHET, U NPOAOIDKaT 3aHMMaTbCA
"NnodumbIM" genom.

Tak nosiBMNack HoBas yrposa: MHTEPHET-MOLUEHHMYECTBA UMM (DULLIMHI, FNaBHas uUefb KOTOpPOro
COCTOUT B MOMyYEHMM KOHUOEHUMAmNbHbLIX AaHHbIX MONb3oBaTenen - MOrMHOB M naponen. Ha
aHrnuckom asbike phishing untaetcs kak duwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 60pbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecrnn Tl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3fnomaHa, To
HeobxoaMMo 3abrokMpoBaTh ee U COOOLWMTL aAMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. VlCFIOJ'Ib3y17I Ge3onacHble Beb-calThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHble wn pasHble naponu. Takum obpasom, ecnm Tebs B3nomalroT, TO
3MOYMBILLSIEHHUKM MONyYaT AOCTYN TOMbKO K OQHOMY TBOEMY NPOdUIII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, TO HeobxoAuMo npegynpeaunTb BCEX CBOUX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Apy3bsxX, O TOM, 4YTO Tebs B3nOManu u, BO3MOXHO, OT TBOEro mmeHu 6yget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLNMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOGUnbHbIM TenedoH;
6. OTknNo4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBai hainbl n Apyrue BroXeHUs B NUCbMax, AaXe ecrivi OHU MpULLNY oT TBOUX ApY3en.
Jlydlie yTouHM y HWX, OTNPaBNSAnmM N oHu Tebe aTn danneol.

LindpoBas penyrauus

LindpoBas penytaumsi - 3TO HeratMBHas WU MNO3MTUBHAA WHdopMauuss B cetn o Tebe.
KomnpomeTupyowas wuHdopmaums, pasmelleHHas B MHTEepHeTe, MOXET Cepbe3HbiM 06pa3om
OTpasnTbCs Ha TBOEW peanbHOW >XU3HWU. "Ludposas penytaumsa” - 370 TBOW UMMUOX, KOTOPbLIA
dopmMmumpyeTcsa n3 uHopmaumm o Tede B MHTEPHETE.

TBOE MECTO XMTENbCTBA, yqe6b|, TBOE d)I/IHaHCOBoe nosnoXeHne, 0COBEHHOCTU Xapaktepa ”n
paccKkasbl O ONU3KNX - BCE 3TO HaKanMBaeTCcs B CETU.

MHorne nogpoCTKM NErKOMbBICIIEHHO OTHOCATCS K My6nukaumm nmyHon nHgopmauum B NHTepHeTe,
He MoHMMasi BO3MOXHbIX NOCMeACTBMU. Thbl AaXe He CMOXellb AorafaTbCs O TOM, 4TO hoTorpadus,
pasmelleHHas 5 neT Hasagd, cTana NpUYNHOM OTKasa NpUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHve TBoux coTtorpaduii n gpyrme OencTBUS MOTYT HE UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yAanuib. Tbl HE 3HaelWb, KTO COXpaHWn 3Ty MHgopMauuto, nonana nM oHa B
MOUCKOBbIE CMUCTEMbI M COXpPaHUNacb My OHa, a rnaBHOEe: YTO noaymatoT o Tebe okpyxawLue naw,
KOTOpble HanayT n yBuAAT 3T0. HanTn nHdopMaumio MHOTO neT CnycTa CMOXeT Mtobon - Kak u3 gobpbix
noby>xaeHUn, Tak N C HaMepeHMeM NPUYNHUTL Bped. ATO MOXKET ObITb KTO YroAHo.



OCHOBHble COBETbI MO 3allUmMTe LMdPOBOI penyTauuu:

1. Nogyman, npexae Yyem 4To-TO NyGnMKoBaTb U NepedaBaTb y cebs B 6nore nnm B coumansHOn
ceTtu;

2. B HacTporkax npocuns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npodunss u ero
COOEepPXMMOro, caenan ero Tonbko "gnsa apysen”;

3. He pasmewann n He ykasbiBalh MHGPOPMALMIO, KOTOpasi MOXET KOro-nmbo ockoponsaTb unu
obwmxaTtb.

ABTOpCKOE npaBo

CoBpeMEHHbIe LLKOSNBbHUKWN - aKTMBHbIE MOMb30BaTENN LUMAPOBOro npocTpaHcTea. OgHako ganeko
He BCe 3HalT, YTO MOfb30BaHWE MHOMMMU BO3MOXHOCTAMU LMGPOBOro Mnpa TpebyeT cobntogeHns npas
Ha MHTEeNNeKTyanbHyl COGCTBEHHOCTb.

TepMuH "MHTENnekTyanbHasi COGCTBEHHOCTb" OTHOCUTCS K pasnUyHbIM TBOPEHUAM YENTI0BEYECKOro
yMa, HauMHasi C HOBbIX M306peTeHNI 1 3HaKoB, 0603HaYaLWMX COOCTBEHHOCTb Ha NPOAYKTbI U YCNyrn, U
3aKkaH4MBas KHuramm, gotorpacpmsamm, KUHOPUNBMaM1 U My3blkanbHbIMWU MPOU3BEAEHUSIMU.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl COOGCTBEHHOCTb Ha MPOWU3BEAEHWS Haykw,
nutepaTypbl M MCKyccTBa. ABTOPCKME MNpaBa BbICTYNalwT B KaydecTBE rapaHTUM TOro, 4TO
WHTENNEKTYanbHbIA/TBOPYECKUA Tpya asBTopa He OyaoeT HanmpacHblM, [acT eMmy crnpaBeanuBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MoSyyYnTb M3BECTHOCTb M MpusHaHue. HukTto
6e3 paspelleHUss aBTOpa He MOXET BOCNPOM3BOAWUTbL €ro NPOU3BEAEHWE, pPacnpoCTpaHsATb, Ny6nnyHo
[eMOHCTpupoBaThb, NpojaBaTb, WMMNOPTMPOBaTb, MyckaTb B MpokaT, MNybnMYHO  WCMONHATD,
noKa3sbIBaTb/MCMOMHATL B 3hMpe nnu pasmeLlatb B MIHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpaMmMmHoOro obecneyeHns MoxeT npnBecTn K MHOrMM puUCkam: OT
noTepun OaHHbIX K TBOUM akkayHTam OO 6]'IOKVIpOBKVI TBOEro yCTpOVICTBa, roe yctaHoBlieHa HenerarnbHas
nporpamma. He crtout Takke 3abbiBaTb, 4TO CylWeCTBYKOT neralnbHble U SecnnaTHble nporpamMmmbl,
KOTOPble MOXHO HaNTX B CETMW.

O noprane

CeTeBnYOK.ph - TBOW rMaBHbIN COBETYMK B CETU. 34€Cb Thl MOXELLb y3HaTb 0 6e30NacHOCTM B CeTH
MOHATHLIM U JOCTYMHbLIM S3bIKOM, @ NPY BO3HUKHOBEHNW KPUTUYECKON CUTyauun obpaTnTbCs 3a COBETOM.
A Takke NpUHATb y4acTme B KOHKypcax 1 cTaTb CaMbiM LUPOBbLIM rpaXaaHNHOM!



